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Ớᵴҟ  ⁫ ꜝἶⱭ



Microsoft ҟ  ⁫ ҟ  ⁫ ꜝἶⱭ

Ớᵴ ҟ  ⁫ Ờ?

Active Directory, ADFS, Windows Hello, BitLocker, AD RMS, WIP ṴWindows OSҍ Ӥ ᶷḁ ⁫ ֥ᶾ ֥Ὼ Ἓ⁫ ỚꜝἶⱭṯ
ԂⱠ Ἓ ҎꜝἶⱭ ֥ᶾ ⁬ ә ⁫ ỚԂⱠ ҍᶾ ᾠ♄OS ֚ἄ ṫ ẁὖꜝἶⱭ ҟῼ ℮ Ⱡ ұ ᶷҹ



֥ ⁫ ꜝἶⱭ ῄ ҟ  ⁫ ꜝἶⱭ

File System Filter Driver

ṫỚ ―ᶷ Җ ҍ ұᵁ ṅ בּ ᶷ♠ ṫỚ ― ᷄ḁ.
Ὼ Ἓ֚Ừ ᶷῶ Ỵ   ὣ , Ἓ֚ỪῳӔ ꜙӨὣ Ṵ ṑ᷄ḁ.

ṫỚ ―Ờ῁ ᷄ ?ֱ

Å ▀ᾎᾅ ṉ˿(Windows 10 Ẏӥ‰) ᾎ ▀ᾎᾅ ӥג╪Ḳ͙ḙṒΌἹᴴἪˌḛ‰ Ѥ ӥג╪Ḳ Ἓˤּש

⅝⁄ӻג ӥג╪Ḳᵑὡ♬ ‒ ѱѻ.

Driver

Operating System

Kernel

File System

Modifies the Behavior
(Protection, Encryption)



Ớᵴҟ  ⁫ ỚBlueprint ҟ  ⁫ ꜝἶⱭ

Active Directory

Servers Auth.

Network Auth.

Patch Mgmt.

Docs Encryption

Account Mgmt.

Disk Encryption

Security Infra
Management

Portal

Password Mgmt.

AD Join

Biometrics Auth.

Asset Mgmt.

Federation Mgmt.

FIDO

Windows Hello

BitLocker

WIP

Join

Policy

Mgmt.

Auth.

Config. Mgmt.

https://www.google.co.kr/url?url=https://www.icewarp.co.id/ko/features/server/&rct=j&frm=1&q=&esrc=s&sa=U&ved=0ahUKEwi3iPjXyKLaAhXHm5QKHS6bAp0QwW4IITAF&usg=AOvVaw0Ny9OkgQM0zOT5EiZp5rxR
http://www.google.co.kr/url?url=http://mindnet.tistory.com/entry/%EB%84%A4%ED%8A%B8%EC%9B%8C%ED%81%AC-%EC%89%BD%EA%B2%8C-%EC%9D%B4%ED%95%B4%ED%95%98%EA%B8%B0-3%ED%8E%B8-LAN-%EC%9D%B4%EB%9E%80-LAN%EC%9D%98-%ED%86%A0%ED%8F%B4%EB%A1%9C%EC%A7%80&rct=j&frm=1&q=&esrc=s&sa=U&ved=0ahUKEwjH9rSCx6LaAhWLH5QKHXOFBvEQwW4IIzAH&usg=AOvVaw0Nyu9euAFrxAg1mALb2JkL


Ớᵴҟ  ⁫ ꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ӭᾂ ´

AD ♬ ͙ḙ Ӱᾅ  
PC Ṫᾒ/ҵϱ⁄ ӻᵐ ♬Ṓ ┬ Ḣּת

ⱥ Өὣ

▐ Ἓ Өὣ
ḫ ῁ₐ Ҕꜙ

Ӕ Ớ ▐ Өὣ

AD ▐ ṅῳ ▐ Ӕ Өὣ
ₒ♅ῳᾧ᷄ Ὢ

AD ḻᾕ ҍ Өὣ

▐ Ἓḻᾕ ҍ
Ӓ♥ ῳ

Ớ Өὣ

AD ῳ⁫ Ớ Өὣ
ꜝἶⱭ, Ⱡ ,ʒ ♄℮ Өὣ

PCӨὣ ԑ

Өὣ ԑ ₐ ῳ Ṏ
ἛⱢ ὭӨὣ ԑ Ἓ

Өὣ

Microsoft Update Өὣ
֥Ὼ   Өὣ

Ἓּ֚ב /ₒ♅

♄― PC Ἓּ֚ב ῳₒ♅
NAC Ṵ⁫ Ἓ֚ בּ

PC ṅ░

ᵴPC ῄ♄ ṅ░
░ Өὣῳ ₒ♅

ῄ♄⁫

AD RMS, AIP, WIP ֥ Ὼῄ♄⁫
ῄ♄ , ⁫ , ԑ Өὣ

ὶ Ӕ ᾕ בּꞈ

῁ὶ ♄ ₐᾕ בּꞈ
֠ ҔḼ֗ בּ

ҏ IT ▓Өὣ

HW & SW ▓ḫ בּ ῳₒ♅
AD Ἓ֚ ⁫֥Ὼ ▓ₒ♅

& SSO◕ ⁫֥Ὼ Office 365 ♄℮ Өὣ365



ADӔ ӨὣꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ӨṎ ӦḄ ṎӨὣ ἛⱢ ὗ Ӕ Өὣ ᶷꜝἶⱭ ᷄ḁ.

One-stop Identity Repository ῳ Access Өὣῳ Reporting

ṅ Ṏ▐ Provisioning & De -Provisioning 

֥ᶾ

Å ▐ḫ בּ AD Ӕ ṅ◕Ⱡ

Å & Ὠ Ἓḁ

Å ᾕ Ṷἅ ὣ Ἓ ṅ & ἍӨὣ

Å ▐ ▐ Ӕ Өὣ

Å Ӕ Ớ ▐ Өὣ

Å AD, ADFS, Exchange, SharePoint Provisioning ṅ

Å ₒ♅Өὣ - ℮ ◄ ῳ ὧ

Å ᾧ᷄ Ὢῳ Ӕ⁫ә♄



AD ḻᾕ ṅ ꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ḻᾕ ҍ ὗ▐ Ἓ ᶷꜝἶⱭ ᷄ḁ.

ἑә⁬ ḻᾕ ▐ ҍ

Өὣ ҍאלә ὣ Ӏḻᾕ Өὣ ( Ӓ♥ ῳ ӍӦ )

֥ᶾ

Å ᾤᾤ Ӕῳ֥⁮Өὣ Ӕ

Å ֚Ἳᾙ―

Å ″ӒῳӔ Ὑ″Ӓ

Å

Å ḻᾕ ṅ ḻԂ Ӥ

Å Ḅּדᾤἰ ә Ө ἛⱢ Ҏ

Å ▐ Ἓḻᾕ ῳ ҍ

Å ▐ Ἓ ṅὫ ֚ἄ Ɑ



ῄ♄⁫ ꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ῄ♄ὗ ῳ ֜ԑ ♥ Ἓ Ӏ⁫ ᶷꜝἶⱭ ᷄ḁ.

ῳ⁫ ҙ ὗ AD GPO, AD RMS, WIP ⁬ ԂⱠ

PC ♄― ᾧṭῄ♄ḓ◄ҙ ῳԑ ♥

AD RMS, AIP, WIP ?

Å AD RMS: Microsoft Windows ♄―ҍ Ӥ ᶷῄ♄ ῳԑ Өὣ♄℮

Å AIP: Microsoft Azure ҍ Ӥ ᶷῄ♄ ῳԑ Өὣ♄℮

Å WIP: ҟ Ӧ ▐ ἛԂₒ ῄ♄ בּ ֥, ₦ ,▐⁬ ,Ḇ ,יִ , ᵭ֥Ṵԑ Өὣ

֥ᶾ

Å Windows, Linux, Unix ♄―

Å AD ֚Ἳ ῳԑ ҙ

Å ῳԑ ἛⱢ ῳ Ἓ

Å ⁬ & ἛⱢ ῳ Ἓ

Å ῄ♄ & ♄℮ ᾧ᷄ Ὢ



ⱥ ӨὣꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ҟ ὗ Өὣ בּ ᶷꜝἶⱭ ᷄ḁ.

″Ӓ, ֥ , ֫ , Ὥ֥

SMS, OTP, Biometrics Ṵ⁮  

֥ᶾ

Å ▐ ֥ᶾ

Å Self  ″Ӓῳ ֥

Å Ӕ ֫ ῳὭἰ

Å ᾕ ῳ SMS ṅ ὧ

Å Өὣ ֥ᶾ

Å ▐ ♄℮ Ӥ

Å ♄℮ Ɑ♥ ( , SMS) ῳ ◄Ɫὣ ♄℮

Å №ủὣ ṴἜῳ▐ ҷ◌֥ᶾ

Å Өὣԑ ♥



ꜙ ֥Ὼ ꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ҟ ꜙ Ṷῶ ◕ ⁫ὗ 2ḄӔ ᶷꜝἶⱭ ᷄ḁ.

Úꜙ ֥Ὼ   Ờ? OTP, ⁫ ṫ, Ӥ ♄, ◕ ⁫ Ҝ ▐ ҍꜙ ә ᶷҹ ֥Ὼ Ἓ ᶷ 

ᾧῶ ἛPC ֠ ᾠ

◕ ⁫ וּ֥ ↑ὔӀἛ֚

֥ᶾ

Å ID ◕ ⁫Ἓḻᾕ Ἓ֚

Å ◕ (FIDO), SMS, OTP ֥ Ὼ2-Factor Ἓ⁫ ҙ

Å Windows Hello ֥Ὼҟ 

Å ᾧ᷄ Ὢ

Å On-Premise & Cloud Service



֞Ἓ’ & SSO ♄℮ ҟ  ⁫ ꜝἶⱭ

‗ Ἓ Ỵ Ἓ֚Ừ Ἓ֚ בּ ᶷꜝἶⱭ ᷄ḁ.

Ú (Single Sign-On) ‗ Ἓ Ỵҍ Ἓ֚Ừ Ɫ בּ ᷄ḁ.

ᵁ Ӕ Ἓ ӍṎᾧṭ Ἓ֚

On-Premise, Cloud ◄Ө ᵁ ID PasswordἛ

֥ᶾ

Å Microsoft ADFS ֥Ὼҟ  ⁫ ꜝἶⱭ

Å ֞Ἓ’ Ἓ (SAML, OAuth, OpenID, WS -Fed Ṵ) ֥Ὼ▐ ῳ SSO ♄℮



Ṷ ꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

ṫṶ ὗ ḫ   ᶷꜝἶⱭ ᷄ḁ.

Ṷ ὗ ḫ   ꜝἶⱭ

Microsoft BitLocker & MBAM ֥Ὼ Өὣ

֥ᶾ

Å Microsoft BitLocker & MBAM ֥Ὼҟ  ⁫ ꜝἶⱭ

Å PC o , ḻ ,ɐ Ὼ Ṷ ₒὣ ḫ  

Å AD ֚Ἳ BitLocker ҙ

Å Ṷ ἛⱢ ῳ Ἓ

Å ⁬Ԃ & ⁫ ἛⱢ ῳ Ἓ

Å Ṷ & ♄℮ ᾧ᷄ Ὢ



ҏ IT ▓ӨὣꜝἶⱭ ҟ  ⁫ ꜝἶⱭ

HW, S/W, ֞ Ṵ ▓ ⁫ὗּב , ₒ♅ Өὣ ᶷꜝἶⱭ ᷄ḁ. 

ṫ , ꜙ ▓ ḫ בּ ₒ♅

AD Ἓ֚ ⁫֥Ὼ▐ ḫ ῳꜙ ▐ ḫ בּ ▓

֥ᶾ

Å ҏ ▓ῳ▐ ᾧ᷄ Ὢ

Å ῦ ἰPC, ῦ▐ ꜙ ὗ MS SCCM ṅ

Å Ớ ▓ ▐֥ᶾ Ӥ

Å UI & Ἓ Ὣ

Å ₐ♄, ▐ , PC ‴ꜙ ♥

Å ₔ“ꜙ ♥

Å ꜙ ▐

Å ꜙ ‴▐


